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Palm Vein Recognition

Introduction
The Digital Age has accelerated a proliferation of sensitive data that needs absolute
protection. Accurate and robust identification of individuals in real-time is a fundamental
requirement in many applications including forensics, international border crossing,
financial transactions, and computer security. Every day, a variety of organizations pose
identity-related questions such as, Should John be granted a visa?, Does Alice already have a
driver's license?, and Is Cathy the owner of the bank account?. Consequently, the quest for
accurate identification of individuals is of the utmost importance.
Reliable identification of individuals has been a long-standing problem in human society. As
humans became more mobile and populations increased, we needed to start relying on
credentials for person recognition. In early Roman civilization, passwords had long been
viewed as the ideal method of securing information and gaining access to exclusivity 1.
While passwords may have been sufficient in ancient Rome, in today's day and age,
passwords, while still in common use, are rife with problems. For example, someone can
access a user's password by gaining their trust 2. Alternatively, an individual can log a
victim's typed password characters on a keyboard 3. Finally, passwords may be hacked or
leaked from an insecure database 4. Other knowledge-based authentication schemes such
as PINs are also prone to such attacks 5. Token-based authentication, such as certificates, ID
cards, passports and driver's licenses, are also vulnerable to social engineering attacks and
theft. Furthermore, many economically disadvantaged individuals lack any type of
identification documentation making it difficult for them to access government benefits,
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healthcare, and financial services. In addition, an official ID document may be fraudulent or
shared with others 6.

Biometrics
Biometric recognition, or simply biometrics, refers to automated person recognition based
on an individual's physical or behavioral trait. The word, Biometrics, is derived from the
Greek words bios (life) and metron (measure). Therefore, biometrics implies recognizing
individuals based on measurements of the body (e.g., face, fingerprint and iris). The
accuracy and reliability of biometrics has led to its pervasion into the lives of billions of
human-beings all around the globe through a variety of access-control applications.
In essence, biometrics relies on who you are or how you act as opposed to what you know
(such as passwords) or what you possess (such as ID card).
Indeed, the reliability and convenience of biometrics have led to their widespread adoption
(specifically, in identity management systems) over traditional password or token based
authentication schemes. However, like any security/identity management system, it is also
given that biometric systems will be prone to make incorrect decisions, albeit small, and will
be subjected to attacks. For instance, spoofs are “fake biometric samples” that can be
crafted via 3D printed masks, printed paper, or digital devices (video replay attacks from a
mobile phone) with a goal of enabling a hacker to impersonate a victim’s identity, or
alternatively, obfuscate their own identity. With the rapid proliferation of face
images/videos on the Internet (especially on social media websites, such as Facebook,
Twitter, or LinkedIn), attacking biometric systems is becoming increasingly more
achievable.
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In time attendance applications, where biometric systems are heavily employed, “buddy
punching” is another form of attack. Buddy punching occurs when employee A uses
employee B’s spoof artifact to punch in or out when employee B never actually showed up
for work. Failure to detect spoofs can lead to negative impact on business and also lead to
a major security threat.
Biometric Recognition Pipeline
A typical biometric recognition system has two stages of operation, namely, the enrollment
stage and the recognition stage. In both stages, first, a biometric sensor (e.g., fingerprint
reader or RGB camera) acquires the biometric trait (e.g., fingerprint, face, palm prints) of a
user in digital form.
During enrollment, the biometric system acquires the biometric trait of an individual,
extracts compact and salient representation (or feature set) from it and stores the
extracted representation in a database (also known as a template), along with an identifier
associating the representation with an individual.
During recognition, the system once again acquires the biometric trait of an individual,
extracts features from it, and compares this feature set against the templates in the
database in order to determine a match or to verify a claimed identity.
Depending on the objective, biometric recognition systems are typically operated under
one of two scenarios: (i) authentication (1:1 verification) and (ii) search (1:N identification). If
the goal is to verify the claimed identity of an individual, the biometric sample needs to be
compared only to the template corresponding to the claimed identity (1:1 verification). The
identity claim is accepted if the resulting similarity score (also called the match score) is
above a pre-defined threshold. On the other hand, if the objective is to determine the
user’s identity without the user having to claim an identity, the biometric sample needs to
be compared against all the templates in the database (1:N identification). The result of an
identification operation will be one of the following two decisions: (i) output the identity of
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one or more users whose templates exhibit high similarity with the biometric sample, or (ii)
a flag indicating that the biometric sample does not match with the templates of any of the
users already enrolled in the database.
Ideally, the biometric representation should have high inter-class separability, that is,
different users should have very different representations. In addition, the representation
should have very low intra-class variability, that is, two representations from the same user
should be very similar. The representation could be based on handcrafted features (e.g.,
fingerprint minutiae), learned features (e.g., deep face representations), or a combination of
handcrafted features with learned features (e.g., through feature fusion or by guiding deep
learning methods via domain knowledge). These two scenarios also leads to the two types
of errors rates used to evaluate the robustness of a biometric recognition system:
False Acceptance Rate (FAR): The FAR denotes the number of times an impostor will
positively match to the genuine user. Typically, FAR indicates the security of the biometric
system. For example, if a palm vein recognition technology boasts an FAR of 0.00008, that
indicates that, on average, only eight out of 100,000 unauthorized persons will falsely gain
access to the system.
False Rejection Rate (FRR): The FRR denotes the number of times a genuine user will be
falsely rejected. Typically, the FRR indicates the convenience of using the biometric system.
For example, if a palm vein recognition technology claims an FRR of 0.01, implies that the
probability of an authorized person falsely denied access to the system is about one in 100
total attempts.

How to choose a biometric trait?
The security and convenience of biometric authentication heavily depends on the chosen
biometric trait. Theoretically, any anatomical, behavioral, or physiological characteristic of
an individual can be used as a biometric trait. However, the choice of a biometric trait
depends on the satisfiability of the following properties: (i) distinctiveness, (ii) permanence,
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(iii) universality, (iv) collectability, (v) performance, (vi) user acceptance, (vii) invulnerability,
and (viii) integration. A biometric trait is said to be distinctive if pairs of individuals in the
target population can be differentiated based on this trait. Ideally, a biometric trait or its
representation (extracted features) should be permanent and should retain its
discriminatory power over the lifetime of an individual. Since the distinctiveness and
permanence of a biometric trait constitute the fundamental premise of biometric
recognition, they play a major role in determining the value of biometric traits.
The figure below compares the most common biometric technologies by the two criteria:
security and convenience.

Fig. 1. Comparison of popular biometric traits and their contribution towards security and
convenience.
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Palm Print Recognition
The inner surface of the palm normally contains three flexion creases, secondary creases
and ridges. The flexion creases are also called principal lines and the secondary creases are
called wrinkles. Although the three major flexions are genetically dependent, most other
creases are not. Even identical twins have different palmprints. These non-genetically
deterministic and complex patterns are very useful in automatic person identification.
Palmprint research employs either high or low resolution images. High resolution images
are suitable for forensic applications such as criminal detection. Low resolution images are
more suitable for civil and commercial applications such as access control. Generally
speaking, high resolution refers to 400 dpi or more and low resolution refers to 150 dpi or
less. Fig. 2 illustrates a part of a high resolution palmprint image and a low resolution
palmprint image. Ridges, singular points and minutiae points for commonly utilized
identification.
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Fig. 2. Palmprint features in (a) high resolution and (b) low resolution images.
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A typical palmprint recognition system consists of five parts: palmprint scanner,
preprocessing, feature extraction, matcher and database. The palmprint scanner collects
palmprint images. Preprocessing sets up a coordinate system to align palmprint images
and to segment a part of palmprint image for feature extraction. Feature extraction obtains
effective features from the preprocessed palmprints. A matcher compares two palmprint
features and a database stores registered templates.

Palmprint Scanners
Typically, four types of sensors are utilized for acquiring palmprint images: CCD-based
palmprint scanners, digital cameras, digital scanners and video cameras.
CCD-based palmprint scanners capture high quality palmprint images and align palms
accurately because the scanners have pegs for guiding the placement of hands. These
scanners simplify the development of recognition algorithms because the images are
captured in a controlled environment. However, developing a CCD-based palmprint
scanner requires a suitable selection of lens, camera, and light sources.
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Fig. 3. A CCD-based palmprint scanner.
Collection approaches based on digital scanners, digital cameras and video cameras
require less effort for system design and can be found in access-control environments.
These approaches do not use pegs for the placement of hands, thereby, increasing user
acceptance. Digital and video cameras can be used to collect palmprint images without
contact, a major advantage if hygiene is a concern.
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Fig. 4. Palmprints acquired via (a) CCD-based and (b) digital sensors.
Due to the contact-less and affordable nature of digital sensors they are becoming
increasingly attractive amid the COVID19 pandemic (Fig. 5).

Fig. 5. Contactless Acquisition of Palmprints

In addition to the touchless nature of acquisition, digital sensors also offer additional
advantages over traditional CCD-based sensors. For instance, palmprint sensors can be
made exceedingly small for portability (Fig. 6).
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Fig. 6. Digital palmprint sensors can be made exceedingly small and light-weight for
portability.
Furthermore, by fusing multiple sensors, palmprint readers can contribute to a significantly
higher recognition performance while being easily integratable into existing identity
management systems. For instance, Fig. 7 outlines how palmprints can be captured in both
visible light and infrared spectrum for additional robustness.

Fig. 7. Same palmprint acquired in both (Left) visible light and (Right) infrared spectrum.
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Preprocessing
Preprocessing is used to align different palmprint images and to segment the center region
for feature extraction (Fig. 8). Most of the preprocessing algorithms employ the key points
between fingers to set up a coordinate system. Preprocessing involves five common steps:
(1) binarizing the palm images, (2) extracting the contour of hand and/or fingers, (3)
detecting the key points, (4) establishing a coordination system and (5) extracting the
central parts.

Fig. 8. Pre-processing palmprints: (a) finding key-points based on finger boundaries and (b)
cropping the central palm portion for feature extraction.

Feature Extraction
Once the central part is segmented, features can be extracted for matching. Various
algorithms extract line-based, subspace-based, and statistic-based features.
Line-based approaches either develop edge detectors or use existing edge detection
methods to extract palm lines. These lines are either matched directly or represented in
other formats for matching. For instance, Canny edge operator can be used to detect palm
lines. The orientations of the edge points can then be passed into four membership
functions that represent four directions and the magnitude of pixel intensities across each
of the four directions can be computed. Then, Euclidean distance can be used for matching.
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Subspace-based approaches are also called appearance-based approaches. They use
principal component analysis (PCA), linear discriminant analysis (LDA) and independent
component analysis (ICA) for extracting texture-based features. In addition, other texturebased features can also be employed, such as wavelets, Gabor, and discrete cosine
transform (DCT). Generally, subspace-based approaches do not make use of any prior
domain knowledge of palmprints.
Statistical approaches are either local or global statistical approaches. Local statistical
approaches transform images into another domain and then divide the transformed
images into several small regions. Local statistics such as means and variances of each
small region are calculated and regarded as features. Gabor, wavelets and Fourier
transforms have been applied. The small regions are commonly square but some are
elliptical and circular. Global statistical approaches compute global statistical features
directly from the whole transformed images. Moments, centers of gravity and density have
been regarded as the global statistical features.

Fusion
Fusion is a promising approach that tends to increase the accuracy of biometric systems.
Combining other hand features such as hand geometry and finger surface or finger vein
with palmprints allows these features and palmprints to be extracted from a single hand
image. The additional advantage being only a single sensor is needed for fusing multiple
biometric traits.

Palm Vein Recognition
Palm vein recognition uses the vascular (vein) patterns of an individual’s palm as personal
recognition data. Compared with a fingerprint, a palm-vein has a broader and more
complicated vascular pattern, and thus contains a wealth of differentiating features for
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biometric recognition. The palm-vein is an ideal part of the body for biometrics; it is not
susceptible to visible occlusions or change in lighting conditions such as the facial features,
or some environmental limitations due to the state of the skin (dryness) as fingerprint and
palmprint.

Fig. 9. Palm Vein texture patterns.
Palm-vein can be represented by some lines and texture features, which are constituted
from veins. Different types of palm-vein features could be extracted according to the
application type where they are used. Palm-veins are often represented by the vein flow of
the hand which is claimed to be unique from person to person. The local sub-pattern
characteristics of palm-vein give rise to the perceived uniformity, roughness, lightness, and
density. Palm-vein trait is described by arterial and venous ramifications. The characteristic
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shapes of vein features are similar to principal lines and wrinkles features of palm-print
and therefore, act as complementary traits to palm-prints perfectly suited for fusion.
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