


The user's biometric data is solely stored on the user's personal device, ensuring that no external servers or third-party 
entities have access to this sensitive information. The software and hardware are designed with user privacy as a priority, 
meaning they do not save, share, or transmit any biometric information beyond the device.

6. Keep Your Own Privacy

Biometric Data
Solely Stored
on the Smart Device



BioCode is a scalable biometric solution designed to tackle large-scale biometric application scenarios. Unlike other solutions, BioCode can 
support up to 10 million users without requiring expensive hardware, complicated network architecture, or multiple servers. This makes it an 
ideal solution for organisations that need to process high volumes of biometric data quickly and efficiently. Our scalable biometric recognition 
solution is designed to meet the needs of large and small organisations, providing a flexible and cost-effective solution that delivers top-notch 
performance and security.

7. Scalable Biometrics Recognition Solutions 



Using AES256, we ensure that all biometric data is encrypted and protected against unauthorised access and potential breaches. This provides an added layer of security 
and reassurance for organisations that demand the highest levels of security for their biometric data.

8. Advanced Security with AES256 



BioCode's advanced biometric technology offers a range of enhanced security and convenience features, making it an ideal solution for various applications. In addition to 
two-factor authentication, BioCode supports live detection and mask recognition.

9. Advanced Biometric Features: Live Detection, Mask Recognition, and More

- Mask recognition
It is another important feature that detects face masks for safe and 
contactless access control during the pandemic. With this feature, 
BioCode can recognise a user wearing a mask and adjust the verification 
process accordingly, providing a safe and convenient solution.

- Live detection
It is a critical feature that ensures authentic biometric data by 
preventing spoof attacks. This feature uses advanced algorithms to 
detect liveness and prevent attackers from using fake biometric data to 
access secure areas or systems.



BioCode's two-factor authentication combines dynamic QR code and biometric authentication for enhanced 
security. The QR code serves as the first factor, while biometric authentication provides an additional 
security factor with users' unique biometric data. This combination ensures highly secure and reliable 
biometric verification processes.

10. Enhanced Security with Two-Factor Authentication in BioCode

First Authentication

Dynamic QR Code

Second Authentication

Palm 
Recognition

Facial 
Recognition



To address concerns about potential attacks by copying QR codes, we have implemented a dynamic QR code feature 
in our mobile app. With this feature, the images of QR codes in the mobile app are set to dynamic, meaning that the QR 
code images are automatically changed every 2-3 seconds. To ensure the security of the dynamic QR code feature, we 
use TOTP technology and AES256 protocols during the generation process. This provides an added layer of security 
and makes it virtually impossible for attackers to copy or use the QR code maliciously.

11. Dynamic QR Code for Better Security

Automatic Regenerating New 
QR-code every 2-3 seconds. 

Bio on Mobile Registration



Competitive Advantages of BioCode Solutions
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